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CHICOPEE PUBLIC SCHOOLS RECENTLY AFFECTED 

BY RANSOMWARE ATTACK 
FOR IMMEDIATE RELEASE  

 
CHICOPEE – Chicopee Public Schools became victim of a ransomware attack on 
Friday, November 15, 2019. Some files on some servers and workstations were 
encrypted as a result. Data of the school district was not compromised or put at risk. A 
good backup strategy led to the successful recovery that is currently taking place.  
 
The Information Technology staff took action swiftly to restore server and network 
functionality across the district. The response meets the National Institute of Standards 
(NIST) framework for prevention/protection, detection, response, containment, 
eradication, and recovery. They have begun to re-image Windows-based workstations 
across the district. Teachers are able to use Chromebooks and iPads to maintain 
classroom operations as workstations are re-imaged.  
 
Ransomware is a type of malware designed to extort money from its victim, who is 
blocked or prevented from accessing data on their system(s). Encryptors, encrypt data 
on a system, rendering the content useless without the decryption key. 
 
Ransomware usually starts with something as simple as a malicious email or 
compromised USB drive. An unsuspecting user, which could be one of 4000, opens an 
attachment, clicks on a URL, or downloads a file that is malicious or has been 
compromised. Then, an agent is installed and begins encrypting key files file shares and 
workstations. After encrypting the data, the ransomware displays a message on the 
compromised device explaining what has occurred and how to pay the attackers. If the 
victims pay, the ransomware promises to give a decryption key to unlock the encrypted 
data. Ransomware along with malware cannot be prevented, only mitigated.  
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“Our IT team is currently investigating and evaluating the impact of the attack. We are 
working to get a complete picture of the incident and understand. No data of the district 
was compromised,” stated Andrew Vernon, Chief Information Officer for the City, 
Schools and ChicopeeTV.           
 
Most importantly, there is no evidence to show that any personal student or staff 
information was compromised. The City of Chicopee Public Schools will recover from 
this ransomware attack.  
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